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BEFORE YOU BEGIN
ManageUPS CIO ... version 2.0, MPM Fleetview Edition

This edition of ManageUPS CIO will monitor a fleet of powered
computer carts, each represented on a TCPIP network by:

= MPMView SOFTWARE

You can evaluate CIO on a workstation-class host computer.

If your cart inventory is greater than 5 carts, you should allocate a
server-class host computer (VM or physical host) to run
ManagegeUPS CIO in a production environment.

To evaluate ManageUPS CIO, you will also need at least one cart
PC workstation running MPMView software. To download the
install package and User Documentation for MPMView, go to:

http://connectivity.powervar.com/mpm

MPM Clinic View for Cart Users
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SECTION |: GETTING STARTED — OVERVIEW AND QUICK START

OVERVIEW

WHO CAN USE MANAGEUPS CIO?

People who oversee a fleet of carts used for mobile or portable computer
workstations that are powered by a POWERVAR mobile power unit can
use this edition of CIO.

CIO makes it easy to keep track of battery health, battery charge levels
and service alerts associated with the batteries or with POWERVAR
charger/inverter systems.

WHAT IS MANAGEUPS CIO?

ManageUPS® CIO is server-based application software
for managing network-attached, critical power infrastructure
in large facilities, campus or enterprise network environments.

The MPM Fleetview Edition is preconfigured for powered carts.

ManageUPS CIO can also be used to monitor fleets of stationary UPS
devices, environment sensors, motion sensors, HVAC units, branch
circuits, and other types of devices in critical facilities infrastructure.

MPM FleetView for IT Asset Manag

Cart Managers (Hospital IT Department) — Asset Management

» Asset List Status Report—
Curl ID info (Serial Nurnber,, Type elc,). Bullery Health,
Last Battery Service Date, Dattery Age

* Need Service Now Repuri—
list of devires with active Service alerts — Battery or component faults

* Need Service Soon Report—
Report of devices that have battery life below some threshold to allow budget planning/service rotation planning for

battery replocement
(10 Server in Private nterprise N1 CIO thin client Ul for warkstation
Fin Map View

. .. LAN switch e —— | MPM Tech View Ul

T —

B
] S —
,J\ Alarm View =
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Section I: Getting Started

QUICK START : EIGHT STEPS TO “UP AND RUNNING”

Provision a server-class computer on your enterprise LAN or WAN that you
will use to host the CIO server application. The server can be physical or
virtual. (See Appendix A: System Requirements & Terminology)

l.'l.l

Enterprise NET

1

T
I l;I_E__I,
Download CIO MPM FleetView Edition install package, '
and save it to the server desktop cio20.
(or other convenient location): 5 21;::;
http://connectivity.powervar.com/mpm/download.asp mflectview-
edition
Install CIO:
Run the “Typical” {8 ManageUPS CIO - MPM Restview Edition - Install Shield Wizard [x]

install on the host
server to install all
components.

If you have a CIO
license key, enter
the key when
prompted during
install.

If no license key
.... you can add

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All standard program features will be installed.

' Custom

I Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

a key later. CIO will let you add up to 5 devices and will run for 2 days
without a license key for easy trial)

OPTIONAL Remote “Client” GUI-only Install ...

To run the GUI client on any remote workstations that you will use to work

with CIO, select “Custom” and configure as shown below to only install the
thin-client components. (X out the CIO Monitoring Service and Map Library

components)

{& ManageUPS CIO - MPM Feetview Edition - InstallShield Wizard

i for workstation | Custom Setup

Select the program features you want installed.

Clidk on an icon in the list below to dhange how a feature is insEled.

------- X ~| Q10 Monitoring Service

I Feature Description
The User interface component.
Typically installed on the same
computer as the CID Moritoring
Service. Install on other
computers for remote access.

X v Map Library

Install to:
C:'Program Files (x86)\POWERVAR WManagelUPS CIDY Change... l

Page 2 , Section |
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SECTION |: GETTING STARTED

4. Find the CIO Client icon that the installer placed on your

desktop ... ;@

ManageUPS
Clo

Start the Client -- Double click the icon to open the CIO Client.

If you are working from the CIO server desktop, or are working from a
workstation on the same LAN (subnet) as the CIO server, a blue globe CIO
Server link should appear automatically as shown at the red “up” arrow
below.

File Edit Window Help
# U0 MPM Heet SERVER

{

ame: | e server

Location: | werie 1P AdrEss o DS reme of CI0 Server >

| pesmant:

[ Remembr Pasmunrd

h—{ Mew Bookmark
New Fulder

New Smart Group [ ] o= |

Mew Group

If you don't see a blue globe CIO Server link

appear automatically , you may need to File Edit Window Help
creat'e a bqokmark to_the remote server . B IO MPMFI=ct SERVER
location using the options marked above in =

blue. l# Your CIQ Server

The bookmark will appear as green arrow pointer icon as shown at right..

(Note: Firewalls need to allow TCP port 5055 to be open between the CIO
server and remote workstations running the CIO Client.)

ManageUPS CIO User Guide (MPM FleetView Edition) Section | page 3



Section I: Getting Started

6. Click the blue globe CIO Server link or green arrow Bookmark to connect to
the CIO server.

The CIO/ MPM FleetView Edition starts with six pre-configured
SmartGroups as shown below. You can add or delete SmartGroups and
Groups or edit the rules of SmartGroups any time using the “+” or “Gear >
add new” buttons at the bottom left of the screen.

@ ManageUPS CIO: CI0 MPMRest SERVER
File | Edit Window Help

x
- £ All Devices o =) 0] = 5 = anacel P @
- @ Alarm View =
_[Event Log ] ) o )
rService Infc tion r—Monitoring Information
Hostname: Your CIO ServerMame Total Devices: ]
Host 0S: Windows Devices Online: 1]
- 4k CHARGING NOW Service Name:  CI0 MPMFleet SERVER Devices Offline: i)
i NEED CHARGE Service Version: 2.0.10361RC
-~ &k SERVICE NOW Devices With Alarms: 1]
i SERVICE SOON Uptime: 0:47 Devices With Severe Marms: D
Thread Count: 5
Default == toun
SmartGroups Local Time: 2013-06-30 22:43 Maps: 2
Map Levels: 2
N —
Service Administration rLicensing Information
= _ Total Devices Licensed: 5
@ Add Devices
Device Licenses Used: 0
3 Network Settings Remaining Licenses: 5
7 ad d a License Expiration: 20130702
device 2| Mai Settings
| License Keys
se-| +-|

7. The next step is to add at least one device (powered mobile cart) to the
monitoring inventory that will be managed via CIO. Click the Add Devices
button (above) to open the Add Devices dialog (below).

Select Remote Device from the dropdown menu.

BB Add Devices HE

ManagelPSNet (Manual Entry)
ManagelJPShet (Network Search)

Remote Device
SNMP LIPS

Remote
Device

=, Scanning...

QK. I Cancel |

Page 4 , Section | ManageUPS CIO User Guide (MPM FleetView Edition)



SECTION |: GETTING STARTED

The Remote Devices option allows devices with Dynamic IP address
configuration to initiate connections to the CIO Server.

Click Dynamic to open the tab to display devices trying to connect to
CIO server that are not yet added to the monitoring inventory.

Select the devices listed in the dialog and click OK to add these devices
to CIO monitoring inventory.

Devices in the monitoring inventory appear in the All Devices list.
The list will be empty when:

e No devices are configured yet to connect to CIO.
(See step 8 below)

e All devices pre-configured to connect to CIO have been
accepted (OK).

(57 Add Devices . (oo e |

[Remote Device -
Dynamic
L{ﬂ EMNG-04 - VALEMNCE (2.0 HW) MaobileCart Power Unit

To add a device to this list, please go to the device and
configure it with the server address 10.0.0.211, port
5056.

-

b

8. Configure a mobile cart to connect to CIO:

e Note the CIO Server IP and TCP port listed in the dialog above.

e Gotothe TechView Ul of a cart PC running MPMView to
configure that cart to connect to the CIO server,
See Appendix C, MPMView Agent Configuration.

See Section lll: _Using CIO, for an overview of each of the features of the product: Alarm View, Pin
Map, Event Log, Network settings, Folders, Groups , SmartGroups, Mail Settings and License Key
dialogs.

ManageUPS CIO User Guide (MPM FleetView Edition) Section |: page 5






SECTION Il: INSTALLATION DETAILS

INSTALLATION — MS WINDOWS

ManageUPS CIO is packaged for installation on Windows.

Server class OS (Win2k, 2k3, 2k8) are preferred as host for CIO
Monitoring Service. Workstation class OS (XP Professional / Windows7)
are suitable for the CIO GUI running on remote workstation.

Download and Run the MSl installer::

- ManagelPs CI0. msi
Windows Installer Package

When you reach the Setup Type dialog — select Custom to reach the
Custom Setup dialog. Point to each of the program elements in the tree
diagram and review the Feature Description entry to familiarize yourself
with the various components of the product.

i'é’- ManageUPS CIO - MPM Heetview Edition - Install Shield Wizard

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

r Feature Descripkion
e ] -
E‘ g tlo el = A background Service to monitor
i UPS systems on your netwark.,
This module also stores your
SMMP Monitoring Plugin preferences, maps and device

=3 ~ | RFC1628 MIB Interpretor incident histories.
= ~ | PowerMNET MIE Interpreto

=) = | ONEAC Environment Sen
- (=0~ | MOpMET Plugin

- =+ | BACnet Service

- (= = | Marathon Monitoring

- (=0 - | Web APT Plugin

s (=) = | Incident Tracking Plugin [+]
< | on
Install to:
C:\Program Files (x86)\POWERVAR WanagelPs CIO\ M
InztaliShisld

Help | < Back I Mext = I Cancel |

Typical installations will install both the GUI and the Monitoring Service
on the primary server computer that will host the CIO Monitoring Service.

When you only want the CIO GUI installed (for use on remote
workstations), block the CIO Monitoring Service elements from being
installed as shown above.

ManageUPS CIO User Guide (MPM FleetView Edition) Section II: page 1



Section II: Installation Details

INSTALLATION - LINUX

ManageUPS-CIO for Linux is packaged as an RPM file. Install
ManageUPS-CIO by opening a console with root permissions and enter
the following command:

$> rpm -ivh /path/to/manageups-cio-install-package.rpm

Be sure to enter the proper path, and the proper installation package file
name when entering this command. Once the RPM has finished
installing the program will be running with a default 2 day, 5 device
license key. The section CIO License Manager (Section Il Page 22) will
show how to install the license key.

NOTE: If you are running a local firewall on this computer, you must
allow communication on ports 5055 and 161 for ManageUPS CIO to
function properly.

NOTE: To run ManageUPS CIO as a “GUI Only” install, create (touch)
an empty file called “noautostart.” This will disable the daemon’s
automatic start on boot up. You can then run the GUI and navigate to
ManageUPS-CIO services on running on other servers.

$> touch /opt/powervar/etc/noautostart

INSTALLATION NOTES — WINDOWS OR LINUX

REMOTE GUI INSTALLATION

When installing the GUI on a separate workstation computer that will be
on a different subnet than the CIO Monitoring Service server, you should
note the DNS name or IP address of the CIO server host. You may need
this to be able to connect to the CIO Monitoring Server.

SECURE CIO SERVER FOR REMOTE ACCESS

By default, the GUI uses TCP port 5055 to connect to the Monitoring
Service on a remote computer. The Monitoring Service uses port 5055 to
monitor mopnet agents and port 161 to monitor SNMP agents. You may
need to make sure these ports are open on all routers or firewalls
between the CIO GUI, CIO server and the individual UPS agents.

You can change the default port settings between CIO Service and GUI
using the Service Security dialog available from the main screen:

See CIO Service Security Settings for more information.

Page 2 , Section Il ManageUPS CIO User Guide (MPM FleetView Edition)



SECTION I1I: USING CIO

USING CIO: FEATURES EXPLAINED

STARTING THE CIO GUI - WINDOWS

The installer will leave a blue globe
icon on your desktop as a shortcut
the GUL.

You can leave this on the BEEs.

Or, drag it to the [@]¥][¢}qR-T8]glely

Toolbar located on the Taskbar.

Or, delete it and use the Start Menu method;
., POWERVAR
, ManageUPS5 CIO
Start >>All Programs >> & UPS CI0

When the GUI first starts, the screen will appear as the image below.

A “Computer name” should appear in the Navigation Pane. This is the
name of the computer on the Local network that is running a copy of the
CIO Monitoring Service.

1 ManageUPS CIO M=%

Fle Edt ‘indow Help

HOST-2

Main

Navigation
Pane

ManageUPS CIO

-

Select the entry in the Navigation Pane with the mouse cursor and click
to open the connection between GUI and Service.

ManageUPS CIO User Guide (MPM FleetView Edition) Section lll: page 1



Section Ill: Using CIO

When the GUI connects to the CIO Monitoring Service, the Service
summary information will be displayed in the Main window, and the
Navigation Tree will open under the Computer Name entry in the
Navigation Pane.

r B
File Edit Window Help
&} CI0 MPM Fleet SERVER. €3 5
[ e {5 CI0/1MPM Fleet SERVER ManageUPS CIO
- @ Alarm View
---"ijveﬂt Log
= — Service Information Monitoring Information
-~ b Pin Map
CARTS OFFLINE Hostname: SERVER -PC Total Devices: a
. @ CARTS ON BATTERY Host OS: Windows Devices Online: 0
@ CHARGING NOW Service Name:  CIO MPM Fleet SERVER Devices Offfine: 1]
Na V/ ation - [ NEED CHARGE Service Version: 2.0.10361RC
g -~ ¥ SERVICE NOW Devices With Alarms: 1]
7-,-ee -~ &) SERVICE SOON Uptime: 0:21 Devices With Severe Alarms: 0
Thread Count: 4
Local Time: 2013-05-18 09:53 Maps: 2
Map Levels: 2
Service Administration Licensing Information
s Total Devices Licensed: 5
Add Devices
Device Licenses Used: 0
Remaining Licenses: 5
Network Settings g
License Expiration: 2013-05-19
I Mail Settings
License Keys

You will use the Navigation Tree to open various windows when you use
ClO.

» [l AlDevices js g sort-able list view of all UPS Agents in the
management inventory.

«  DalamView js g specialized list of devices that are reporting an
alert of some type.

= ¢ FinMap jncludes a starter set of country and continent maps.
You will want to add your own maps or floor plans or digital
photos to help you visualize the location of managed UPS. Any
JPG, PNG or GIF image file can be used as a background image
in the Pin Map hierarchy.

= [ icons represent pre-defined Smart Groups that contain lists
of devices meeting specific selection or filter rules. You can
change the rules of these Smart Groups — or add your own
Smart Groups.

= Groups, Bookmarks and Folders (not shown) can also be added
to the Navigation Tree. These will be explained later.

The next step is to add Agent connections to the All Devices inventory.

STARTING THE CIO GUI - LINUX

The ManageUPS-CIO GUI is located at /opt /powervar/bin/cio.
You may enter this path in a console prompt, or create a shortcut on your
desktop.

Page 2 , Section llI ManageUPS CIO User Guide (MPM FleetView Edition)



SECTION IlI: UsING CIO

ADDING DEVICES TO THE “ ALL DEVICES” INVENTORY
You can access the Add Devices dialog from the button on the main

screen.
&) ManageUPS C10: HOST-2 M=%
File Edit ‘Window Help
B % Z
8 Al Devices HOST-2
- {5 Blarm View
¥ PinMap . .
- [@] BatteryReview Service Information Manitoring Infarmation
-y LightLoad Hostname: HOST-2 Total Devices: 1}
b_—!] Nao Map Lacation Host O5: Windaws NT Devices Online: o
-8 DffineDevices Devices Dfffine: 1}
- [ SEVERE &lams!
@ UPS1 <5kva Service Mame; HOST-2 Devices With Alams; i)
B LIRS255-20kvA 1RH Service Yersion: 1.0.060613 Devices With Severe Alams: 0
¥ UPS3 » 20K4AT00KVA
=
8 UPS4 > 100kvA i oo Maps &5
Local Time: 171255 Map Levels 3
2006-06-27
Service Admse Add Devices
WE Eaaliny Remaining Licenses 5
Dema E xpiration: 2006-7-1
ail Settings
License Keys

Or, from the Options dialog at the top of the All Devices window.

& ManageUPS C10: All Devices E]@

File Edit ‘Window Help

B@HosTz x|
- 4l All Devices

- (G Alam View

e b Pin Map

- [ BatterReview
- [ LightLoad

- [@) Mo Map Location PriMLE...
- [@) DffineDevices Expart ko CS...
- [ @ SEVERE Alamms! |

- UPST <Bkya | Group Settings
o @ UPS2 »5-20KkvA TPH
3 @ UPS3»20kVA-100KVA | |
- 8] UPS4 >100KkvA

All Devices

Search:

| d Devices | Maominal Output ¥4 | Date Added Manufacturer Pin Map Location

or ...

Right-click here to
access the pull-down
menu.

£l il [
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Section Ill: Using CIO

Page 4 , Section llI

There are several methods for adding UPS devices to the managed
inventory. There is a method for adding Environment Sensors and a
method for adding Remote Devices (MPMView Agents)

IManagELIPSNet (Local Metwark) ;I
agelPSMet (Local Metwork) F
| ManagelUPshet (Manual Entry)
ManagelJPSMet (Metwork Search)
ManagelPSMet Environment Sensor

Remote Device
SMMP LIPS

Local Network

All ManageUPS Il and lll NET ADAPTERS use MDNS technology to publish
their presence on the LAN to any application that is designed to
recognize this information.

The Add Devices - Local Network option in ManageUPS CIO is designed
to recognize this information. This enables automatic listing of any
ManageUPS NET agents on the same LAN (subnet) as the computer
hosting the CIO Monitoring Service

~ Add Devices (263

Local Metwark [+

Name IF'.HF.'curt ;"_

ManagelUPSnet 1 (5673-2d0d) 192.168.1.168:5055
ManagelUPSnet [l (5678-ad17] 192.168.1.183:5055
Managell PSnet Il [5678-ad28) 192.168.1.180:5055
ManagelPSnet [l (5673-ad2e] 192.168.1.163:5055
ManagelUPSnet | (5678-ad2c) 192.168.1.165:5055
Managell PSnet Il [5678-ad16) 192.168.1.190:5055
ManageUPSnet [ (5673-ad15) 192.168.1.188:5055
ManagelPSnet [l (5678-ad1c) 192.168.1.174:5055
Managell PSnet Il [5678-ad0f] 192.168.1.173:5055
ManagelUPSnet [l (5678-2d03) 192.168.1.163:5055
ManageUPSnet | (5678-ad1a) 192.168.1.177:5055
ManagelPSnet [l (5673-ad13) 192.168.1.196:5055
ManageUPSnet [l (5678-ad0e] 192.168.1.171:5055
Managell PSnet Il [5678-ad2a) 192.168.1.178:5055
ManagelUPSnet [l (5673-ad11] 192.168.1.172:5055 w

CCO0000

o | [Come )

Devices on the local net that are already in the All Devices inventory are
marked with green check mark as shown above.

ManageUPS CIO User Guide (MPM FleetView Edition)



SECTION IlI: UsING CIO

IP Network Search
Initiates search of a specific subnet range for any ManageUPS NET or
MopUPS agents.
A server computer running MopUPS software may be a Secondary agent
or a Primary agent.

Agent Level

Primary: The Agent is communicating directly with the UPS.

Secondary: A proxy Agent has 2" hand information retrieved
from a UPS status server hosted in the primary
Agent.

(See Section I, page 5 for more information on Agent type and level).

You will most likely want to exclude Secondary agents from your UPS
inventory as unnecessary and potentially confusing duplicates of the
UPS they represent.

The search result will show the “Agent Level” of discovered agents so
you can easily exclude them from being added to the All Devices
inventory.

1 Add Devices

I Search %]
Search from (10.27 1 .5 to [10.27.1 M Stop Search i
1T | za%
IP/Foit Agent Type Agent Level
10.271.7:5085 tanagellFS Met I Primary
10.27.1.9:.5085 ManagellFs Met I Primary

T
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ManageUPSNet Manual Entry — MOPNET

Use this option to add MopUPS or ManageUPS net agents using a
known IP address or DNS host name.

_1 Add Devices

Managel JPSMet [Manual Entry] V

MopMET Settings

Host: Puort:
zales.oneac. com 15055 [l

Connectivity Test

Test Connection

Successfully connected to salez oneac.com.
Agent Class: ManagelJPS Met I
Agent Level: Primary

ak J [ Canecel

Test Connection

This option will be active when an entry is made in the Host entry
box. Use this feature to verify that the DNS name or IP address
entered manually is active and reachable on the network by
ManageUPS CIO

SNMP (UPS)

Use this option to add SNMP agents using a known IP address or DNS
host name. Select RFC1628 Compliant UPS for Agents that conform to
the standard UPS SNMP MIB (RFC1628). You will need to know the
snmp “community” name — default is typically “public”.

—TAdd Devices
SHMP [
SNMP Settings
SNMP Class / -
RFC1628 Compliant UPS
Haost: Part:
181 el
Commurity
Connectivity Test
Test Connection
o
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ManageUPSNet Environment Sensor — SNMP

Use this option to add Environment Sensors using a known IP or DNS
host name. You will need to know the snmp “community” name — factory

default is typically “public”.

[N Add Devices

Host:

rHost Settings

ManagelJPSMet Environment Sensor

Port:

Community:

161 =

| Address

Cancel

Remote Device (TCP — Dynamic IP address)

Use this option to add Devices represented by MPMView (Appendix C) and
other Agent software from Powervar. Newer agents for on hosts with

dynamic IP address settings can be configured to initiate a TCP connection
to the CIO server.

N Add Devices

Static

F.emote Device

Drynamic I

[+§ ENG-04 - PS

MobileCart Power Unit

5055.

To add a device to this list, please go to the device and
configure it with the server address 10.0.0.192, port

Cancel

ManageUPS CIO User Guide (MPM FleetView Edition)
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NAVIGATE TO DEVICE LEVEL VIEW

Once you have added a device or devices to the All Devices list, you can
navigate to the Device Level view by double-clicking the device entry in
the list or by right clicking the device entry to access the options menu.

Attached Devices | Mominal Output ¥ | Date Added

400 W, 2008-5-12
i 150044 20068-5-12
Open in Mew Window | 3000044 2006512

Open Device URL

Rename
Delete

Settings

In the Device Level view there are three tabs; Status, Alarm History and
Agent Information

B sales.oneac.com on CIHD MPMPleet SERVER

m sales.oneac.com o i

stanus | lwm Dwtade | Agent Information | Stahm | Alametsls | Agent Infoemation | Stahs | MlwmDwbsic | Agant Infamaton
Device Information: Print Current Alarms: Print | IO Properties:
sanufacturer: OHEAL Piomnal vaits: e 120 PrsT] Al | [ | frame: Hles.oneac.com
Modet: P onal Freguey: 360 o y T —" - P Date added: Te Jul 02 2013 07: 11:09 GMT-0500 (Centrl Davbght
Senial Purber: 1IN Pomingl Capectty: 00 VA Fin Meo Location:
Frmwert Wrsen: 115854 Tt ke Agent Tnfa:
Date Dattery Replaced: 2008-2-23
Battery Age: 5.3 vears Attached Devices: Agent Type: ManagelPs Net
Aggent Ver sion;
Agent Level; Primary
Power And Statis Information: UPS Load: Lnet 16 Cleased Alnpme
P Sauace: Harmal TIRRRRRNRRRRRRERENR A | S Tome Durasion P Adiven: J—
ol wil o9 ey e
Frecuency: 80 60 Part: 055
Temper ature; =< L8 hetpz/isales, poeac. comd
) Battery Charge | Estimated Autonomy: DHS Host Hame: JO———
Alerm Stabs: laeri R R E R ] §
Bverig LT [1] Settgs... |
100% / 54 Mrutes Remaning

Alarm Statistics:

Kiarrs Tyw Tols Count Duration Awg. Duraion Courier Raset Dt

o Bty & Gongs  gpge L el W03 6PN GHTS00 (Caniry | R |

T D lat el 02 30006701500 GAT-0500 (et | et |

UPS Device Status Tab UPS Alarm Details UPS Agent Info

i Sensor 1.7- Addr 33-ServerRack on HOST-2 EEE B ENG 04 - VALENCE(2.0 HIW) ManageUPS €10
4| Sensor 1.7- Addr33>ServerRack cnHOST2 sone [ Eration | Dot | Conovaton [ ot |
Tempeeshure: Redative Humidy Power Battery.
Power Source: Battery Date Repiaced: Fri Jan 01 1971 {Monthis) Ago)
s Voits: v 0 VAC ouT: 119.8 VAC Temperature: 91°F E:L e
/ 3 Frequency: b 60Rz o s0Hz Ful Charge Capaaty: 604 Wh
(" k Temperature: 125F N state of reait: | 1%
Percent Load: |G 10+ i L e
Laanps | 155vA et Houes Remaiig: 16
Redatpe: Humidiy: 32 % DC Current: 16378 Amps:
High Theesheld: 0% Curent s
Lows Thinshold 100 Low Thinshold  10% &y Battery Charge Threshold: Low Charge: D 2% Charged / 00:03 Remainng
3 Battery Charge Threshold: Low - Citial
Input Contact and Dutput Relwy Status:
GenersiofuelLevet (£ Device in Faul State.
et
© Desio Recenty Clared Mams
Alarm Stat Time End Time Duration
3 - @ Smart Battery: Terminate Charge 2013-05-28 121631 201305-28 12:47:53 03122
LT 2 st Rl ! Enciond @ Battery Recharge In Process 20130528 121532 2013.05.28 121537 G:00:05
© srar Battey Teminate Crarge 2013.05.28 11546 2013.05.38 124537 02111
URL bt 2710 27 1 Zeenmeeus bl ST B ——wambens
Environment Sensor Device status MPM Device presents MPM TechView Ul via CIO
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SETTING UP YOUR PIN MAP

129 ManageUPS C10: Pin Map g@

File Edit Window Help

[ @HosT2 x| @ .
- [l Al Devices ?') Pl n Ma p

- (@ Alarm View

- ¢ Pin My

é Battery;eview | < > | ‘wiorld Zoom: | Fit |l @E]
- @] LightLoad

- [@] No Map Location
- @] OffineD evices

- [ SEVERE Alarms!
- 1 LIPS <BlkMa

- [ @] UPS2 55-20kVA 1... il
I~ = I
- [ @) UPS3 >20KvA-10... L] ji

- [ UPS4 >100kVA

L Y1 4 Click the lock to make changes.
3

Pin Map includes a starter set of country and continent maps.

You may prefer to add your own maps, floor plans or digital photos to the
map hierarchy to help you visualize the location of managed UPS.

Any JPG, PNG or GIF type image file can be used as background image
in the Pin Map hierarchy

Removing default sub-maps

The small map icon on each of the continents in the image above
represents a sub-map that exists at a layer below the current view. Right-
click on any unneeded sub-map icon to open a dialog that lets you
Remove that sub-map from the Map hierarchy.

.

Mavigate

Oper in Mew Window

Renarne

Rermove From Map
-/_L_l —
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Changing a Background Map Image

The easiest way to add or change a background image may be to drag-
and-drop the image file from its folder location onto the map window
using the mouse.

Fin irdow el

Lo @hosT2 *
— (M Do
— &) Adn Ve
~ ' PinMop
W Damendievien
— 8 Ll ]
— 8 o Man Location
0 Oifinedievces
— W SEVERE Alasrss
B UPST BkvA
9 UPS2 520N
— B UPSE AR
— LIPS 4 100KV

Drag Background Image Here

To browse your computer for image files that may be located in various
directories, use the Change Background Image dialog option.

To change the background image at any level of the Pin Map — right click
any region on the map, or use the Options button (gear symbol) to open

the dialog.
? Pin Map

L@ A k| Wald |

Renarme Map

jp—

e Fename Map
E@ Add Devices Here

t |] Add Mew Map Here

Add Devices Here
Add MNew Map Here

Selected Item ¥ | Selected Them »
—

right click any region on the map

The Change Background Image option will open a dialog to browse the
file directory to locate the graphic image you want to use.

Any JPG, PNG or GIF image file can be used as background image in
the Pin Map hierarchy.
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The example following uses an image of a facility floor plan.

120 ManagelIPS CIO: Pin Map g@

File Edt Window Help

=k @ HOST-2 % .
[ Al Devices Pin Map
& Alarm Yiew
 PinMap

B BetiersReviow [%&-] [«] » [wald ¥ Euooe b UntedKnadom b Blasoow Center | Zoom Fil \j@@
- @ LightLoad 3 ! [~
- [ No Map Localion
[ DfffneDevicss
- 8] SEVERE Alams! 2
- [ 8 UPST <6idva [ —

- @ UPS2 520K
- 8 UPS3>20k44 1
) UPS4 > 100K

Server|Racks [

5 | | | v

Placing devices on the Pin Maps

To add a device to a specific location on a map, right click any list view in
the Navigation Tree and choose pen in new window, locate the device in
the list, and drag it to the location on the map.

UPS €10: Pin May (- —
dom e ievices on HUST-Z =
S @HOST2 * Q Pin M All Devices on HOST?
5 Al D n Map
o] in Mew Wind
B sesrch
¥ Pin Loalr Saasla .
léwans Wold ¥ Euope _United Kingdom ¥ Gl | Wame o | AnmiSeveiy | Lam e
VELigh  AddHew , p i@ MaragsUPSnet Il BE7B-ad5] €9 Momsl 0
V8 No | [ 8 ManagelIPSret I [6676-ad2 2 Nomsl 0
A Settings = (MianagellFSrel T [5678-ad2 1 Mormsl 0
gt b : v : {8 ManageUPSnet |l [5678-ad1d) Mormal 0
8} SEVERE Alam! (R == Ll ool ONanne (0547 0c8E) @ Homal 0
V8 UPST <5k . = | oW | @ ManagelPsnet il 56780d171 @ Mamal 0
8 LIPS 2 520k 2 ., I o M@ ManageUPSretll (S678-adie] @ Nomal 0
UPS3 5 20kMA1... ®e e | ° il ManageUPSnet Il (5678-ad0d) & Nomal 0
8 UPS4 100 e |8 i@ MaragsUPSnet Il BE7B-ad2] () Momsl 0
| D
Server|Racks — |} 3|
1 1 of 3 tems selec
|
-
|

The lock icon at the bottom left of the map window will lock the positions
of the pins on the map to prevent accidental moves or deletes. Click the
lock icon to toggle between lock and unlock state.
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Page 12 , Section llI

Alarm Indication on Pin Maps

Sub-map icons will display the color of
the most severe alarm condition
present on devices that are in that
branch of the map tree.

Pins will display the color code of any alarm condition when an alarm is
present on the device it represents on the map.

5 Click the lock kermake changes.
g :
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TOUR THE ALARM VIEW

Alarm View is a specialized list of devices that are reporting an alert of
some type.

® ManageUPS CIO: Alarm View HE=ER

Window Help

3|

v INarne IElaDsec Time
m+E]  Sarvien Remuired: Ranery Cannesinn (1)
[*§ ENG-02 00:00

00-02
00:01
Service Chedk: Smart Battery Communicabons {1}
Rattery Rechame In Prcsss (1)

St Dattesry. Reports Tull Dischiage (1)

Smant Battery: Needs Calibration (1)

Smart Battary: Tarminata Discharga (21)

0o-U3

In the options dialog (Gear button) for the Alarm View — there is an

option to Hide Acknowledged

Alarms or Show All Alarms.

ManageUPS CIO

bns (2]
00:53

Acknowledged alarms will not be visible in the AlarmView list if the “Hide”
option is selected. The red/yellow indicator of the corresponding Pin and
sub-map icons will also be turned off.

Right click any device line in the AlarmView List to open the device

navigation dialog.

If an alarm condition has
been escallated to your

incident tracking system,
you can acknowledge the

alarm in CIO using the
Acknowledge option. /
Select Open in New
Window or double cIick/
any device line entry in

e

=& Lost Device Communications (2)
- [*J ROMANGLAB

T

Acknowledge
Undo Acknowledge
Create Incident Report

Open in New Window
Open Device URL
Open in Pin Map

Settings

the list view to open the
ClO Device Detail screen.

NOTE: the Create Incident Report option is enabled only when an
Incident Tracking Plugin license is installed in the CIO server.

ManageUPS CIO User Guide (MPM FleetView Edition)
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For MPM Devices monitored by CIO, the device Ul in CIO is a remote
connection to MPMViev, TechView Ul on the remote workstation.

When you work with the TechView Ul via CIO it is the same as working
directly with MPMView locally on the remote workstation. All of the
Configuration options in TechView are also available via the CIO remote

interface to MPMView.

B ENG U4 PS5 on CI0 MPMHect SERVER

I 'ENG-02 - PS o7t MPVHee: St

Stots | Cventlog | Detslog | Confiouration | about |

Hower Hattery
Fower Source: Battery Date Replaced: Tue Jul 172012 (12 Month(s) Aga)
Yolts: 20 VAC our 119.8VAC lemparatre: 524 Ees
Frequency: k&l Hz ouT B HZ Tull Charge Capacty: 576 'Wh
Temmmalae: 2595 saar smzofresth: [NNNNRRRNRRRRRNN o=
rereentLoad: |IINNNNRRRNRERRNN | cs= Voltme: 12.051DC
LAmps [143¥A Watt Hours Remaning: 339 Wh
DU Lurent: 13,055 Amps
Uurrent Alsnr -
@ MNormal Operation Charge: la 4%  02:05 Remaning
tecenty Ucared Alorms
Al | stort Time |zrdTime |cwation -
9 Eattery Recharge In Proceee 201307-12 9:13:02 201307-12 9:25:39 :12:37
Ly Hrmware Update In Progress A2 SNEAF U2 98T DDA
© Smant Baitery: Tenminate Charge  2013-07-12 7-18:22 201307-12 7-19:05 0:00:43
) Smot Battery- Temminate Chame  201307-12_ G049 201307-12£-01-21_(H0-42 =l

When you work with the event and data logs through this view — you are
viewing the data and event logs stored on the remote workstation’s

MPMView directory.

The navigation options
for Open Device URL
are for other types of
UPS or Temperature
Sensor devices that are
represented by
dedicated management
cards that have
embedded WEB
servers.

=) Lost Device Communications (2)

00:43

~_[+J ROMANGLAB
Undo Acknowledge

Create Incident Report

Open Device URL
Open in Pin Map

Open in New Window

Rename

Settings

ManageUPS CIO User Guide (MPM FleetView Edition)
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USING SMART GROUPS

Smart Groups contain lists of devices with properties from the All
Devices inventory that meet specific conditions or rules. (See comment
box: WHEN wiLL SMARTGROUP CONTENTS CHANGE? A WORD ABOUT

PROPERTIES)

Select a Smart Group from the
Navigation Tree and right-click
in the list area, or use the
options button to open the
Group Settings dialog.

You can change the rules of
any default Smart Group — or
add your own Smart Groups

o ManagollS CI0. BatteryHeview

Fle Edt Wrdow Hee

L @HosT2 »
B4 Devices
D aann view

8l o Mag Losation
V8 SEVERE Al
W UPS4 210004

¥ OffineDevices

Soe
’1 BatteryReview

| &= Seach

Harre “ | PriMepLocstion | Mandachass Model Dattery Sty
d 10ans MASTERGUARD  A1000+ 1 BatPa.. Noms

Click the “gear” to
open Group Settings

Frit...
Expart to C5V...

Gt Sattings

a ManagelUP5Snet 1l [5768-ad28) on Host-2

ﬁ BatteryReview

Smart Group

Match | any |») of the following conditions:

Alarm | Iz

Alarm Wz

Battem Replacement Date | 1z Older Than || 30

+ | Battery Degraded

% | Battery Meeds Replacing

v &P
v &%
& D

Maonths |+

Send Email When Group Contents Change

[ Recipients ... | [ Mail Settings ...

Show Colurmng

1 Email Notification

2Jed

w 10 Athributes

[ Date Added

[] Home Page

+ Configurable Attributes

[ audible Alarm Status

[ &utomated Battery Test Enabled

1 . . TR

Enter the list of recipients, separated by commas. -

[ ok

|| cancel |

[T Temperature Threshald
[] Transfer Paint - High

Show Columns dialog defines which columns will be displayed in the List

View for that Smart Group.

ManageUPS CIO User Guide (MPM FleetView Edition)

Section Ill: page 15



Section Ill: Using CIO

Page 16 , Section llI

Change of State Notification:

MnageUPS CIO offers two ways to let you know when the contents of a
SmartGroup have changed, On Screen and via Email.

On Screen Notification

When the contents of a Smart Group changes, the Smart Group
icon will display a small “open me” triangle to let you know that
the contents have changed since the last time the Smart Group
was opened.

] UPST <Bkvit
- [ P52 >5-20kVA. .

Email Notification - Send Email when Group Contents Change:
You can set CIO to send an email whenever the contents of a
Smart-Group change. Use the Recipients dialog to define the
destination of the email. Use Mail Settings to verify that CIO can
route email thru your network mail server. (See page 21 for Mail
Settings)

Alarm Storm Management

In the event of an alarm storm — (such as a wide spread mains failure
that causes all UPS to switch to battery, or a network failure that breaks
monitoring communications paths), CIO waits for the change activity to
settle down before sending a single email summarizing the changes

Below is an example of an email summarizing the results of a mains
failure that affected 32 UPS at about the same time.

UPS, Administrator

From: ClO@host-2.com

Sent: Friday, May 12, 2006 12:04 PM

To: ps_admin@yourcompany.corm

Subject: ManageUPS CIO Notification: UPS with Recent Mains Failures

The smart group 'UPS with Recent Mains Failures’ now contains 32 device(s)

= DEVICES ADDED
+ManageUPSnet Il (5678-ad1e)
+ ManageUPSnet Il (5678-ad16)
+ ManageUPSnet Il (5678-ad17)
+ ManageUPSnet Il (5678-ad12)
)
)
)

+ ManageUPSnet Il (5678-ad10
+ ManagelUPSnet |
+ ManageUPSnet |

|

|

|

| (5678-ad29

|
+ManageUPSnet I

|

|

|

|

|

(
(
(
(
E
(5678-ad0b
(5678-ad0f)
+ ManageUPSnet Il (5678-ad19)
+ ManageUPSnet Il (5678-ad22)
+ ManageUPSnet Il (5678-ad0d)
+ ManageUPSnet Il (5678-ad15)
+ MeyaquPSnet 1l (5678-ad21)
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WHEN WILL SMARTGROUP CONTENTS CHANGE?
A WORD ABOUT PROPERTIES

SmartGroups are very potent mechanisms that can be used to
accomplish a variety of tasks.

SmartGroup rules remain active even when the SmartGroup window
is closed. In other words, the SmartGroup continues to watch the All
Devices inventory for devices with_properties that satisfy the rules
established in the SmartGroup Settings dialog..

It is likely clear that the content of a SmartGroup will change if the
rules establish thresholds for properties that you expect to change —
such as input volts, %load, battery age, or specific alarm conditions.

It might be less obvious that the content of a SmartGroup could
change if the watched properties are things that normally do not
change...such as UPS manufacturer — or UPS power rating.

When new devices are added to the All Devices list and have
properties that meet the conditions of a SmartGroup, the contents of
that SmartGroup will change to include the new devices.

For example, a default SmartGroup watches for devices that do not
have a Pin Map association. If the entire existing inventory has been
assigned a PinMap location, new devices will automatically appear
in the “No Map Location” SmartGroup until you place them on an
appropriate map.

Default SmartGroups

A number of pre-defined SmartGroups are created for you when you
install ManageUPS CIO.

o [ UPST <BkVA Some partition the All Devices inventory based
@ UIPS2 >5-20KV4 1PH on the power rating of a UPS (standard edition)
[ IPS3 > 20khA-1 D0kVA

Lo [ UPS4 5 100K

In the MPM Fleetview Edition, predefined

SmartGroups watch for specific service - [8 CARTS OFFLINE
indications, charging indications and - [ CARTS ON BATTERY
devices off the network. -~ [ CHARGING NOW
You can delete the default SmartGroups, - [@] NEED CHARGE
modify the rules or add more SmartGroups. - ] SERVICE NOW

If you end up with a long list of SmartGroups - 8 SERVICE SOON

that begin to clutter the navigation pane, use
the Folders feature to contain Groups that you use to create monthly
reports or inventory analyses that you don’t need to see on a daily basis..
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ABOUT BOOKMARKS, FOLDERS AND GROUPS
i) ManageUPS CI0: HOST-2 =J=Ed

Fle Edit Window Help

B HDST-2 x| -
- Bl &l Devices @ H OST'2
- [ Adarm iew
- ¢ PinMap
@ BatteryReview Service Information Manitaring Infarmation
- [ LightLoad Hosthame: HOST-2 Tatal Devices: 4
D_ﬁ Ma Map Lacation Host O5: Windows NT Devices Online: 4
-y OifineD evices Devices Dffline: 0
48 SEVERE Alarms!
- b UPS1 <Bkvia, Service Name:  HOST-2 Devices With Alarms: 1
& e Service Version: 1.0-c2060512 Devices With Severe Alams: 1
- KB UPS 3 »20kWA-1...
|§l UPS% >1DDkV'§ U ptime: 1:13 Maps: 63
- g CI0 Service on This ... i
Local Time: 00:31:46 Map Levels: &
2006-0513
Service Administration Licerzing Infarmation

D Total Devices Licensed: 5
Device Licenses Used: 4
Remaining Licenses; 1

I : :
;} Service Security
Dema Expiration: 2006-5-14

License Keys

Mail Settings

Mew Bookmark
Mew Folder ‘

Mew Smart Group
Mew Group

Bookmarks

LA CI0 Service on This

Bookmarks are useful when the CIO GUI and CIO Monitoring Service
are installed on different computers that are on different networks. CIO
Services on remote subnets will not be visible to the GUI automatically.
Setting a Bookmark to the IP address or computer name will let the CIO
GUI navigate to the remote CIO Service.

If there is a network failure,
the CIO Service will not be % New Bookmark
able to request or receive

-

information from the M ame: CI0 Service on This Computer
monitored Agents and the Lacatior:  localhost

CIlO GUI will not be able to Pazzmard:

connect to the CIO Service. [] Remember Password

Setting a bookmark for the
CIO Monitoring Service on [
the localhost (same

computer as the GUI) will
allow the GUI to connect to the Service even if there is a network failure.

0K ] [ Cancel ]
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Folders

Folders are containers for collecting Groups or Smart Groups to reduce
clutter on the Navigation Tree. Drag-and-drop items into Folders.

Groups

Place devices into your Group by dragging them from another list view
opened in a separate window (such as All Devices or a Smart Group).

Groups are useful for setting up specific list views that display specific
sets of information for reporting, export or analysis.

For example, you may want to create a report of all devices in the
monitored inventory and show specific asset identify information such as
manufacturer, model, serial number, etc. Use the Group Settings dialog
to select the columns you want to display.

| Group Settings
D by Untitled Groug

Show Columns

w CIO Attributes
Date Added
[] Home Page

¥ Configurable Attributes
p Curent Status
p Device History

[] Pin Map Locatian

w |dentity

[] Attached Devices [] SMMP SysContact
[] Fimware Version [] SMMP Syslocation
Manufacturer [ Serial Humber
bodel [] UPS Narme

p Mominal B ating Attributes

[ 0K “ Cancel

The Group Settings above result in the List View below.

LI My Untitled Group on HOST-2 (=%

u My Untitled Group on HOST-2

Search
M ame « | Date Added Marufacturer todel

i@ 10.27.1.3:5055 2006512 Chloride SOMET 100k:A

i 10271115, 2006512 MASTERGUARD  A1000 +1 BatPa...

& 10.27.1.7.5055 2006512 ONEAC OM4002
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CIO SERVICE SECURITY SETTINGS

12 ManageUPS CI0: HOST-2 oog

File Edit ‘Window Help

= i.i)'HD?i_-T‘Q' = 7
- [l All Devices H OST‘2
- [ larmn View
- ¢ Fin Map
@ EatteryReview Service Information taritaring Infarmation
- [ LightLoad Hastname: HOST-2 Total Devices: 4
- 48| No Map Location Host 05: “wfindows NT Devices Onling: 4
¥ DffineDevices Dievices Offline: 0
- b8 SEVERE Alarmg!
8] UPS1 <SkyA Service Mame:  HOST-2 Devices With Alarms: 1
~ 8 UPS2>5:20kVA... Service Versior: 1.0-c2 060512 Devices With Severe Alams: 1
-] LIPS 3 > 20kVA-1
@ iy >.1 e Uptime: 1:21 M aps: B3
|:'| Iy Untitled Group
- [ . Local Time: 00-33:45 Map Levels: 3
i CI0 Service on This ...
2006-05-13
Service Administration Licenzing Infomation
S Total Devices Licensed: 5
Device Licenses Used: 4
Service Security Fiemaining Licenses: 1
Dema Espiration: 2006-5-14
H Mail Settings
License keys
i - -
Service Securty

The CIO Service can be accessed from any workstation on your network
running the CIO GUI application. To control access to the Service use the
Security Settings dialog to set password, port or IP filtering options

s S;a;ice-;ettings Eli -I

@ CIO MPMFleet SERVER

Network Settings | Mail Settings I Performance I License Keys |

Service Port; [ Use 1P Filtering

Y

5055 ¥ -

Primary IP Address:
Any

10.1.2.65
10,244, 118,206

[7] Password Protection

Change Password Mew Delete Edit

[ OK ][ Cancel ]

On computers with more than one Ethernet interface, the Primary IP Address
dialog lets you to select any or all CIO Server IP address(s) as the inbound
connection address(s) for MPMView loaded on cart computers ..
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CIO MAIL SETTINGS

Configure the address or DNS name of the SMTP server that CIO should use

to forward email

&) HosT-2

Outgoing Mail Server:
19216811

M ail Server Port;
25 )

From Address:

Service Securty | Mail Settings | Licerse b

CI0-RC2ds@oneac. com

[ Message Mot Sent =

& The test message was nok sent,

Server returned: 550 5.7.1
<hamet@domain het. .. Relaving denied, 1P
name lookup Failed [192,168.1,244]

Send Test Meszage

ak l I Cancel

Use the Test feature to verify the settings.

If CIO can reach the server, but the mail server refuses the message, CIO will
display the error message it receives from the mail server.

If CIO cannot reach the mail server, it will display the test result shown.

—I Message Mot Sent

& The kest message was nok sent, because the server could not be reached.

A successful message will return

ManageUPS CIO User Guide (MPM FleetView Edition)

—ISend Test Message
: i The test message has been sent. Please check your inbox bo make sure it has been received.,
4
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Section Ill: Using CIO

CIO LICENSE MANAGER

Page 22 , Section llI

Current License information is presented on the main screen.

i) ManageUPS CI0: HOST-2

BEX

Fle Edt Window Help

£ iHOST 2 = 7
{8 All Devices HOST-2
- (@ Alarm Vigw
« § PinMap
BUPST <5 Service Information
- [ UPS2 >5-20KVA.. Hostname: HOST-2
8 UPS3 >20KvA1 Host 05 Windows NT
- [ @) BatteryReview
8 LightLoad
- @|NoMaplocation | gorvice Name:  HOST2
@ |
B SEVERE Alamel | i 110152060421
8 UPS4 >100k4
- 8] DiffineDevices g it
Local Tme:  10:1:28
2006-04-28
Service Adminisialion
Add Devices

Service Security
Mail Setings

License Keys

Manitaring Information

Tatal Devices:

Devices Online: 0
Devices Offfine: 1}
Devices With Alarms: 0

Devices With Severe Alams: 0

Maps: B3
Map Lewels:

Licensing Information
Total Devices Licensed: &
Device Licenses Used: 0
5
2006-4-30

Remaining Licenses:

Demo Expiration:

Use the License Manager Dialog if you did not enter a License Key
during installation, or need to add an additional key.

I Service Settings

B

i) HosTZ

Service Security hd ail Settings

License ey

Ewaluation license will expire on 2008-7-1,

License Keys |

| 22DF-PTSD-220Z-GSJF-24E- TIEW-2EET-TWEY

| Devices
40

[ Add l [ Remove l

| ok

J

Cancel ]

License Manager will translate and display the attributes of the key

A temporary or evaluation key will show the expiration date of the key.
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SECTION Ill: UsING CIO

CONTROLLING THE CIO MONITORING SERVICE
MS WINDOWS

The CIO Monitoring Service installs and registers as a “service” under
MS Windows. The ManageUPS CIO Service is configured to start
automatically by the installer.

Windows Services are controlled through the Services module in the
Microsoft Management Console.

To restart the Service, or to stop the Service, use the Windows Service
Control Manager.

e s
ez B o= H=E/ > v anwp

. senvices (Local)  |[721 Sarvices (Local)

Select an item to view its description. | Mame Description Status

%4 ManageUPSs CIO Service ManageUPS CIO Service

(=

", Extended f Standard

LINUX

You may use a graphical daemon manager if you choose. Otherwise,
the console command options for starting, stopping and restarting the
CIO service are :

$> /opt/powervar/bin/ciod start
$> /opt/powervar/bin/ciod stop

$> /opt/powervar/bin/ciod restart

NOTE: To run ManageUPS CIO as a “GUI Only” install, create (touch)
an empty file called “noautostart.” This will disable the daemon’s
automatic start on boot up. You can then run the GUI and navigate to
ManageUPS-CIO services on running on other servers.

$> touch /opt/powervar/etc/noautostart
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APPENDIX A : SYSTEM REQUIREMENTS & TERMINOLOGY

SYSTEM REQUIREMENTS

Host for ManageUPS CIO Monitoring Service

= Server-class Intel computer (VM or physical)
= 1GHz CPU

= 1G RAM

= Ethernet network adapter

Host OS for ManageUPS CIO Monitoring Service

= Microsoft Windows 2000, 2003, 2008 Server products.
= Linux (Redhat 9, ES & SuUSE 9.3)

Host OS for ManageUPS CIO GUI

= Any of the above listed OS

=  Windows7 & XP Professional are suitable OS for remote
ManageUPS CIO GUI installations.

Windows XP as Host OS for ManageUPS Monitoring CIO Service:

Security provisions in XP Service Pack 2 and Windows7 will slow the network search
utility. Further, if there is a network failure that affects the ability of CIO to connect to
more than 10 IP-address destinations, Windows security provisions will halt further
network traffic from the host computer.

Security provisions added to Windows XP by Service Pack 2 and Windows7 will add
significant and noticeable delays to all network traffic from the host computer if there are
simultaneous attempts to connect to more than 10 unreachable IP destinations.

ManageUPS CIO monitoring service initiates IP connections 6 times per minute with each
UPS being monitored. If 10 or more UPS IP addresses become unreachable destinations
to ClO due to a network problem, XP SP2 or Windows7 will activate these security
provisions. This will cause significant and noticeable delays in the host computer's network
functions that impact all applications.

Windows XP or Windows7 may be an acceptable platform for your installation if;

A.) the total number of UPS devices to be monitored by ManageUPS CIO is less than
10,

and if;

B.) no other programs that initiate network connections (such as viruses, VolP, or
network utilities) are attempting to connect to unreachable network addresses from
the XP /Windows7 computer.
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Appendix A: SYSTEM REQUIREMENTS & TERMINOLOGY

Network Infrastructure and Security

CIO monitors UPS Management Agents on TCPIP networks using
specific ports. You may need to verify that the default ports below are not
blocked by network security policy.

=  SNMP uses port 161
=  MOPNET uses 5055
= Network Search uses port 5055
= Open agent URL function uses port 80
If the default ports are not allowed — you will need to know which ports

are allowed for this use — and you will need to configure your UPS
Agents to use the assigned alternate port for MOPNET or SNMP services.

UPS Network Management Agents

CI0O will monitor devices that are represented on a TCPIP network by

= ManageUPS NET ADAPTER (MUN)

= ManageUPS NET ADAPTER Il (MUN-I1)

=  ManageUPS NET ADAPTER Il (MUN-111)

=  MPMView Software

= MopUPS PROFESSIONAL software, Version 2.x
= MopUPS EXPRESS Version 1.x

CI0O will monitor Environment Sensors that are represented on a TCPIP
network by

=  ManageUPS NET ADAPTER |l (MUN-II)
= ManageUPS NET ADAPTER |1l (MUN-111)

CIO will also monitor 3" party UPS that are represented on a TCPIP
network by an SNMP agent that is compliant with the standard UPS MIB
(RFC1628) or the Powernet MIB.
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Appendix A: SYSTEM REQUIREMENTS & TERMINOLOGY

SYSTEM ELEMENTS: DEVICE, AGENT AND MANAGER

The diagram below illustrates the main elements of the ManageUPS
system.

ManageU PS5 System Elements

Remote Management Workstation

= *ManagelUPSCIO GUI

Management ServerWorkstation
+ Managel JPS CIO Monitoring Service
« ManageUPSCIO cul

| ]

-

| Fremise LAN / Enterprise NET (TCF/IP)
Embedded Agent i & Proxy Agent
ManagelJPS NET ADAPTER = i MoplUPS SOFTWARE
(SNMP/WEB/MOPNET) - P
i Server Computer
-
—

uUPs Small UPS

UPS operate at the device layer — objects to be monitored and managed
by the system.

Devices are represented by Agents. Agents monitor the devices locally
and make Device information available on the network. Alarm conditions
are detected or interpreted by the Agent and made available to the
Manager layer.

Embedded Agents and Proxy Agents

Embedded Agent

Generally, embedded agents are preferred as more dependable. The
host environment is a closed system, dedicated to specific device
management functions.

The agent is hosted in an embedded system — software loaded as
firmware in a special purpose computing platform.

The ManageUPS NET ADAPTER is a special purpose computing platform
designed to host a variety of software services related to UPS
management — Data and Event Logging, Network Shutdown Controller,
UPS WEB server, FTP server for log download, configuration and
firmware update, SNMP agent, Event Message service (email), Telnet
Server etc., etc.
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Appendix A: SYSTEM REQUIREMENTS & TERMINOLOGY

ManageUPS CIO User Guide

Proxy Agent

The Agent is hosted in a general purpose computing platform that may
host other applications and services.

MopUPS PROFESSIONAL is software designed to monitor a specific UPS
primarily for the purpose of calling automated shutdown of the server
(MopUPS host) in the event of extended mains failures.

In some low power UPS applications, MopUPS may be a cost-effective
agent to represent the UPS to ManageUPS CIO. (See Appendix B for
more information on configuring MopUPS to serve as a Proxy Agent).
However, it should be recognized that when MopUPS calls for shutdown
of the server OS, MopUPS monitoring service will no longer be running
and the UPS will become invisible to ManageUPS CIO until power is
restored and the server is restarted.

Agent Level

Primary: An Agent communicating directly with a UPS.

Secondary: An Agent that retrieves information indirectly, from a UPS
status server hosted in a primary Agent.

Agent Types

PRIMARY SECONDARY

Premise LAN / Enterprise NET (TCF/IP)

MopUPS PROFESSIONAL

g £ &, % (MOPNET )
\ e e s
Manage! JPS NET ADAPTER ] _— P
(snMPAWEE/ MOPNET I} Server Computers
Acting as ﬁ —

UPS Status Server)

Premise LAN f Enterprise NET (TCP/IP)

Special Edition
V o 5 [MoplUPS PROFESSIONAL P/R
- wy % % for Parallel or Redundant UPS

Servicn Servie

J Server Computers

J
UPS , L JIUPS ,
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Appendix A: SYSTEM REQUIREMENTS & TERMINOLOGY

TERMINOLOGY BASES

ManageUPS CIO User Guide

If you are already familiar with BMS, BIS or NMS type management
systems, you likely have an understanding of the methods, key concepts
and specific terminology associated with these systems.

While the various management systems referenced use structural
elements that are functionally similar across systems, specific
terminology may differ.

The ManageUPS system and related documentation (including this User
Guide) make use of concepts and terminology from internationally
accepted sources that provide standardized frameworks for the topic of
infrastructure management:

|SO/IEC 7498-4 — OS (Open Systems I nterconnection)
Basic Reference Model, Part 4, Management framework.

ITIL (IT Infrastructure Library) developed and published by
the UK OGC (Office of Government Commer ce):

=  Service Support (2000) ISBN 0113300158
= |ICT Infrastructure Management (2002) ISBN 0113308655

IETF Standards 16 (SNMPv1) and 62(SNMPv3) covering the Network
Management Framework.

IS0 16484-5 /ANSI/ASHRAE 135-2004 & CEN TC 247 -- BACnet — A data
communication protocol for Building Automation and Control Networks.

Generally, the ISO/IEC 7498 and ITIL references provide concepts and
terminology for the activity, focus and “best practice” of ICT systems
infrastructure management

The IETF/SNMP references provide terminology and concepts for the
Agent / Manager elements of the ManageUPS system

The ISO 16484 reference helps illustrate the similarities and differences
between the more established management framework of the ICT
community and the emerging standard management framework of the
building automation and control community.
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Appendix A: SYSTEM REQUIREMENTS & TERMINOLOGY

ManageUPS CIO User Guide

Acronyms and Vocabulary used in this topic

BMS
BIS
NMS
IEC
ISO
(ON]|
OGC
ITIL
ICT

ICTIM

IETF
SNMP
ANSI
ASHRAE

CEN

Building Management Systems

Building Information System

Network Management System

International Electro-technical Commission
International Organization for Standardization
Open Systems Interconnection

Office of Government Commerce (UK)
Information Technology Infrastructure Library

The convergence of Information Technology,(IT)
Telecommunications and Data Networking Technologies
into a single technology (ITIL, ICTIM Glossary)

Information and Communications Technology
Infrastructure Management

Internet Engineering Task Force
Simple Network Management Protocol
American National Standards Institute

American Society of Heating, Refrigeration and Air-
Conditioning Engineers

Committee for European Standardization
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APPENDIX B : LIST OF PROPERTIES - MPM

LIST OF MPM PROPERTIES IN CIO

w CIO Attributes

7] Date Added

I_ Group

T Latitude

™ Metwork Location

] Lengitude

w Identity

¥ Cart Manufscturer

¥ Cart Model

¥ Cart serial Number

I Device Type

"] Firmvare Version

w Battery

[ Battery Learnad Capacity
I_ Esttzry Typs

[ Eattery Manufacturer

w Current Status

[T Alarm Saverity

[T Alarm

7] # Alarms Present

¥ Bsttery Age

¥ Battery Stst= OF Heskth
[T Battery Tempersture

[ Battery Tempersture (deg F)
w Configurable Attributes
v Eattery Replacement Threshold ( SeHealth )
[T Bsttery Replacement Date
[T Battery Replacament Threshold [ Age )
» Mominal Rating Attributes
I- Mominal Input Freguency
I- Mominal Input Voltage

I- Mominal Cutput Freguency

[ Pin Mzp Location
I_ MNams
[T Devics URL

[ Unigue ID

[ Manufectursr
" Modal
™ serial Number

| physical Location

r Battery Serial Number
| Esttary Rated Vokzgs

] Battery Rated Capacity

~ Battery Charge Remaining
p Esttery Minutes Remaining
r Input Volt=ge

F Percent Load

r Output Sourcs

[ output voitsgs

" Low B=tt Threshold { Charge )

I Low Batt Thrashold ( Time )

[ Neminal Output VA Rating

[ Nominal Qutput Voltags

ManageUPS CIO User Guide

At left is a list of MPM Device
properties that CIO may monitor
or display.

These properties can be used in
SmartGroup rules.

These properties can also be
selected for display in any List
View using the Group Settings
dialog

In properties list at left,

Properties under the heading “CIO
Properties” are properties of a
device that are assigned by the
CIO server and populated from
within the CIO server..

All other properties in the list are
specific MPM Device Properties
that are “pushed” to the CIO
server from the MPMView Agent.
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APPENDIX C : MPMVIEW AS PROXY AGENT

MPMVIEW: AGENT CONFIGURATION

MPMView is POWERVAR'’s software for monitoring MPM
charger/inverter system and associated battery in powered carts.

To use MPMView as an Agent for monitoring by ManageUPS CIO, open
the TechView Ul, then navigate to the Configuration tab>> ManageUPS
Clo

Check the box and enter the IP address or DNS name of the CIO Server
host.

Once the Agent has connected to the CIO server, it wil present the
message as shown below, “waiting for server approval”.

See Section |, page 4 of this manual to learn how to “approve” a device
connection and add the device to the monitoring inventory.

[l POWERVAR MPMView H=E

status | Eventlog | Dataleg | Configuration | About |

l||||'J'|] Identity

Li Battery ¥ Connect to ManagelUPS CIO Server

/1, Waming Thresholds

= Host Name: |10.00.132

[ ]

| Log Fles Port: [s0ss =

@ Status: Waiting for server approval

e

M

":'u-',f Device Settings

Reset | Apply

NOTE: the default port for network communications between
MPMView and the CIO Server is TCP port 5055. Make sure the
port is open on all firewalls between the MPMView hosts and the
CIO host.
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